AD认证进行表单登录的方法

MOSS用那么久了，有人采用AD认证，有人采用FORM认证，我们公司是采用中间的替换方法，因为采用FORM认证个人觉得还是不是太方便，例如需要开两个端口等。个人有个做法把经验共享给大家，如果做得不对或者有更好的办法的话，可以联系我。

 

1.原因

为什么要进行表单登录，默认MOSS采用AD认证，是因为用户默认存储为AD，如果有人要把用户和以前的系统进行结合的方式，那么请采用正规的FORM认证进行开发。

我今天要讲的是AD认证，AD认证有个不好的方式就是弹出对话框，界面不友好，例如我要在界面上放一个忘记密码的方式是完全做不到的。
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现在教大家一种采用表单进行提交的简单方法。其实这个办法很早的时候十一就搞过，不复杂，我只是稍微完善了一下。

 

1.首先采用匿名访问。

  1.1IIS开启匿名访问。
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  1.2验证提供程序需要开启。操作方式：管理中心--》应用程序管理--》应用程序安全性--》验证提供程序--》默认
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  1.3开启网站匿名访问。操作为：网站操作--》高级权限--》设置--》匿名访问，如下
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2.设置登录界面

我们需要开发一个登录界面。输入用户。密码。
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这个登录界面可以放在_LAYOUTS/目录底下。

登录界面代码请见附件。

需要改几个地址如下：

../../sharepoint/test/default.aspx 这个界面是需要验证的界面（默认网站已经开了匿名，只需要验证到其他一个非匿名访问的地址即可）

http://10.49.28.7  这个是我们要返回的界面

如果还不清楚的。可以访问http://keji.lickies.cn 查看。

 

3.登录后自动跳转到登录界面的方式，因为我们已经开放了匿名，默认我们是可以进去的，那么我们需要增加一段程序，判断如果AD用户为空的话则跳转到登录界面。

我们采用一个办法是在MASTERPAGE里增加一个USERCONTROL

 

如何做呢？打开默认的在12/TEMPLATE/GLOBRAL/DEFAULT.MASTER(如果有改过则到SPD里找)

在

<%@ Register TagPrefix="wssuc" TagName="Welcome" src="~/_controltemplates/Welcome.ascx" %>

下增加
<%@ Register TagPrefix="wssuc" TagName="login" Src="~/_controltemplates/chklogin9.ascx" %>

 

在<BODY scroll="yes" onload="javascript:if (typeof(_spBodyOnLoadWrapper) != 'undefined') _spBodyOnLoadWrapper();">

下增加

<wssuc:login id="chklogin" runat="server" EnableViewState="false"></wssuc:login>

可能很多人在问CHKLOGIN.ascx是啥。

就是我们的用户控件，，，这个文件如下。附件可以下载。。

 

<%@ Control Language="C#" Inherits="Microsoft.SharePoint.ApplicationPages.WebControls.ActionBar,Microsoft.SharePoint,Version=12.0.0.0,Culture=neutral,PublicKeyToken=71e9bce111e9429c"    compilationMode="Always" %>
<%@ Register Tagprefix="wssawc" Namespace="Microsoft.SharePoint.WebControls" Assembly="Microsoft.SharePoint, Version=12.0.0.0, Culture=neutral, PublicKeyToken=71e9bce111e9429c" %> <%@ Register Tagprefix="SharePoint" Namespace="Microsoft.SharePoint.WebControls" Assembly="Microsoft.SharePoint, Version=12.0.0.0, Culture=neutral, PublicKeyToken=71e9bce111e9429c" %>
<%

if(HttpContext.Current.User.Identity.Name.ToString()=="")
{
    Response.Redirect("/_layouts/web/login.aspx");
}

%>

请把这个文件放到c：\Program Files\Common Files\Microsoft Shared\web server extensions\12\TEMPLATE\CONTROLTEMPLATES下即可。

==============================================================

Using the AD Membership Provider with Forms Authentication [OK]
Using the Active Directory Membership Provider with Forms Authentication in MOSS 2007
==============================================================
Because MOSS 2007 supports the ASP.NET membership provider model there are new worlds in which SharePoint can tread that it has not be able to in the past.  Specifically, MOSS 2007 represents a fantastic platform for the presentation of a public internet web presence.  In fact, there is a site template that allows for the establishment of a public web site.  In order to successfully present a public site, there are several considerations that had to be added to MOSS to enable this.  Foremost is the degree of integration with ASP.NET 2.0 features.  Specifically, for a internet web site that presents secure content, MOSS will support Forms authentication with ASP.NET 2.0 Membership and Role providers.  Whenever there is an established Active Directory in the DMZ (as is becoming really populare for auditability, group and user membership and provisioning and management, etc.) MOSS can use Active Directory as its ASP.NET Membership provider store thorugh the ActiveDirectoryMembershipProvider found in ASP.NET 2.0.

 

Challenge: Allowing public internet users to connect to a public web site hosted in MOSS 2007 using Forms authentication and Active Directory as the information store

 

Solution: Configure MOSS 2007 to support forms authentication with the Active Directory Membership provider

 

Result: Users can now log into a public web site without NTLM prompts and using a custom login page and have their security credentials established using Active Directory

 

TODO:  Determine if the full MOSS user profile is available. It seems that some of it is, but further testing and customization testing is required.

 

Implementation Details: 

Modify the web.config of the site collection 
For the specified site collection which should use Forms/Active Directory authentication (assuming you have already created a Web Application and an Site Collection), browse to and open the web.config (This file can be found by interrogating the IIS web site for the web application's virtual directory home directory) 
Insert the following sesctions into the web.config 
After the configSections section insert the following (be sure to replace the ldap string with a valid one for your domain)

<connectionStrings>
    <add connectionString="LDAP://domain.com/CN=Users,DC=domain,DC=com" name="ADConnString"/>
</connectionStrings>

In the system.web section insert the following (note the version of the ActiveDirectoryMemberShipProvider class found in the GAC by looking at c:\Windows\Assembly)

<membership defaultProvider="ADProvider">
   <providers>
      <add name="ADProvider"
         type="System.Web.Security.ActiveDirectoryMembershipProvider, System.Web, Version=2.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a"
         connectionStringName="ADConnString"
         connectionUsername="domain\Administrator"
         connectionPassword="password" 
   attributeMapUsername="SAMAccountName" 
   enableSearchMethods="true"/>
  </providers>
</membership>

Do this for the default SharePoint Administration Site as well.  This will allow you to add the first site collection administrator. 
Note the attributeMapUserName attribute because it allows you to enter just the username and not the UPN (format of account@domain.com)
Go To SharePoint Central Administration and change the Authentication Provider for the Web Application 
In SharePoint Central Administration, select Authentication Providers under Applation Management's Application Security section. 
Click the Defaul provider and modify the authentication Type to be Forms authenitcation (make sure you have the right web application selected) 
Enable anonymous access and specify the name of the provider we placed into the web.config file (in this case "ADProvider") 
For public sites, I usually disable client integration 
Go to to the site collection administrators on Aplication Management and select the first administrators for the site from the domain specified in the ldap connection string of the ADProvider
You should now be able to visit the site and get prompted for forms authentication based on a standard login form that MOSS/WSS maintains for forms authentication.  Ostensibly, you can modify this page, or supplant another page using SharePoint Designer 2007.

 

使用Form认证的登录页面为MOSS自带的login.aspx, 用户信息数据源为AD。

修改该页面实现制定风格。

